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FEMA INFORMATION RESOURCES MANAGEMENT
POLICY AND PROCEDURAL DIRECTIVE

FOREWORD

The FEMA Information Resources Management (IRM) Policy and Procedural Directive
(FIRMPD) provides, in a single source, the policies, responsibilities, authorities, and procedural
guidance to plan, acquire, manage, and dispose of information systems.

This document is structured in two parts: Part | contains statements of policy for integration of
agencywide information and information systems, and assigns responsibility for those policies.
Part 11 contains the procedures and guidance for implementation of the policies identified in
Part I.

Within Part 1, chapters identify the main divisions of guidance associated with the policies, and
the chapter title is shown at the top of each page. The main division of guidance may be
subdivided to provide detailed information.

The FIRMPD is available by subchapter and title on FEMA’s Email Bulletin Board under the
CIO Bulletin Board. The appendices section of this document are identified by the chapter name
and number, and the page sequence is identified by lower case alpha characters.

The top of each page identifies the policy or procedural division. The bottom of each page
identifies the document, the organizational element responsible for its maintenance, the date, and
the subchapter number followed by the page number. (Example: Part 11, Subchapter 1-1.1, 1-1.2,
1-1..., 2-1.1, 3-1.1 through 3-1.4, etc.)

This document supersedes FEMA Instruction 1500.1, Management of Information Resources,
dated May 9, 1995. The entire 1500 instruction series is revised and canceled by chapters of this
document. On the reverse page of the Foreword, the canceled instructions and manuals are
cross-referenced to the chapters of the FIRMPD. New or update chapters will be issued in their
entirety and will be annotated and dated to reflect the change.

The Information Technology Services Directorate, Management Division, Policy and
Requirements Branch (IT-MA-PR) acknowledges the contributions of all FEMA directorates,
offices, and administrations that participated in the preparation of this document.

Suggestions can be forwarded, on the suggestion page included in this document, to IT-MA-PR,
Room 252, or via E-mail on the CIO Bulletin Board.
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Existing Instructions

New Policy & Procedural Directive

Part 1 IRM Policy Directive

1500.1 Mgmt of Information Resources Chapters 1-5
Part Il IRM Procedural Directive

1200.4 Comm Security Policy Chap 4-1 Info Sys Safeguards
1200.5 Safeguard & Contl of Comm Sec Chap 4-1 Info Sys Safeguards

Material/Info
1500.2 Information Systems Planning Program Canceled
1500.3 Information Systems Policy Chap 1-1 Strategic Planning
1501.1 ADP Documentation Standards (M) Chap 5 Info Sys Standards
1501.2 Guidelns for Docmnt of Comp Prog (M) Canceled
1510.2 Req for Access to Auto Info Sys Chap 2-2 Access to IT for Ind w Disab
1520.3 Comp Inrct Displ, Entry & Rtrv Sys (M) Canceled
1520.4 Radiological Def Monitor Station & Instru Inv | Canceled

PC Mgr Sys (M)
1520.5 Radioactive Mat PC Mgr Sys (M) Canceled
1520.6 Dams Inv Sys Retrieval Prog (M) Canceled
1520.7 Gantt Chart Comp Term Users (M) Canceled
1520.8 Mgmnt of Alerting Pagers & Beepers Chap 3-1-4 Paging Devices & Cell Telepns
1520.9 Nat Fac Srv/Recp & Cr PC Mgr Sys (M) Canceled
1520.10 Radiological Def Prog PC Mgr Sys (M) Canceled
1520.11 Emergency Broadcast Sys (EBS) (M) Chap 3-1 Communications Services
1540.1 Info Sys Security Policy Chap 4-1 Information Sys Safeguards
1540.2 Automated IS (M) Chap5  Ofc Automation Sys and Serv
1540.3 Sec for FEMA Micros & WPs (M) Chap 4-1 Information Sys Safeguards
1550.1 Telecomm Svc Chap 3-1 Communications Services
1550.3  Sec Policy for Secure Telephone Unit 111 Chap 2-3 Information Sys Safeguards
1550.4 Frequency Spectrum Mgt Chap 3-1 Communications Services
1550.5 Comm Security Monitoring Chap 4-1 Information Sys Safeguards
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Overview

1. This document prescribes the policy for management of information resources within the
Federal Emergency Management Agency (FEMA), and assigns responsibility for its
implementation.

2. This document establishes the Information Resources Management (IRM) Program which
supports FEMA’s mission by promoting a vision for information resources by encouraging
users to think on a broad scale of the relationships among their systems and the organization,
and by managing information resources as an integrated process. The FEMA IRM Program
constitutes the cornerstone and provides a single source for policies and management
oversight.

3. The provisions of this document are applicable to all FEMA organizational elements in the
headquarters, regions, and field establishments. This guidance includes all current and
planned acquisitions, uses, and dispositions of information resources, regardless of source, in
support of FEMA’s mission critical systems.

General Policy

It is FEMA'’s policy to establish an Information Resources Management (IRM) Program that
uses information and information technology (IT) as a strategic resource for achieving the
mission of the Agency. FEMA shall plan, manage and utilize information and IT to ensure
information needs of our customers are met; IT resources are focused on providing the services
needed to accomplish FEMA’s goals and priorities; funding for individual IT program objectives
are commensurate with the value delivered to the Agency in meeting those objectives; funding is
provided to mission critical IT programs; and coherent, cohesive planning is performed to meet
future Agency needs. The objectives of the IRM Program are designed to support FEMA’s
organizational elements and customers by providing them effective and high-quality information
resources. The major policies governing implementation of the FEMA IRM Program are
described in the chapters herein.

Responsibilities

1. FEMA'’s Associate Director for Information Technology Services serves as the Agency’s
Chief Information Officer (CIO) and reports directly to the Director of FEMA. The CIO is
responsible for carrying out the Agency’s information resources management functions, for
overseeing Agency compliance with applicable Federal regulations and legislative
requirements, and for accrediting information systems under the Computer Security Act. The
CIO provides leadership in improving the management of information systems within the
Agency and is responsible for centralized day-to-day operations of the FEMA Information
Resources Management Program. In addition, the CIO serves as official liaison between the
Agency and any external organization regarding information resources management. The
CIO is also responsible for providing guidance to the emergency management community for
use of information technology.

FIRMPD 1
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2. The FEMA Information Resources Board shall provide broad, high-level recommendations
to the CIO for management of information systems consistent with the mission of the
Agency, as prescribed in FEMA Instruction 1610.13, Information Resources Board.

3. The FEMA Procurement Review Board shall approve or disapprove planned acquisitions of
information systems as prescribed in FEMA Instruction 1610.5, Procurement Review
Board/Procurement Planning System.

4. Associate Directors, Administrators, Regional Directors, and Office Directors are responsible
for:

» Appointing and supporting participation of senior staff members in the work of the
Information Resources Board and the Procurement Review Board;

» Appointing staff to serve as IRM representatives and the organizational element’s points
of contact for IRM activities;

» Preparing and submitting information requirements and budget justifications in the
organizational element’s information systems plan;

* Preparing and submitting requests for procurement of information systems to the CIO for
review;

» Operating and maintaining information systems in conformance with Federal guidelines;
» Assisting in the formal reviews of information systems activities; and

* Reporting actual and planned expenditures for information systems.

[The following are applicable to the Regions]

» Appointing and supporting Regional Information Systems Manager (Communications
Officer/Local Ordering Official/Telephone Administrative Officer), and

» Ensuring that the following functions are carried out:

Freedom of Information

Information Systems Security

System Administration

Management of Office Automation and Services

5. The Director, Management Division ITS, is responsible for:

» Developing and promulgating policies, procedures, standards, and technical guidance for
the acquisition, management, and use of information systems.

» Directing the information systems planning, computer security programs, and the life-
cycle process for information systems.

* Implementing information systems standards conforming with Federal policy, law, and
regulations.

FIRMPD 2
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» Performing technical guidance with the customers for information systems requirements
analysis, and for information systems acquisition plans and requests.

* Monitoring agencywide adherence to information systems security policy and guidance.

* Reviewing internal and external IRM documents for conformance with established
policies, procedures, and guidance.

» Overseeing FEMA'’s catalogue of information systems.

» Consolidating Agency reporting on information systems to meet requirements established
by OMB, General Accounting Office, and other requesters.

6. Director, Acquisition Services Division, FM, is responsible for providing agencywide
procurement support services in accordance with FEMA'’s acquisition management program,
OMB, and the Federal Acquisition Regulation.

7. Director, Program Services Division, OS, is responsible for records management, which
includes the creation, maintenance, and use of official records, and for collection and
dissemination of information resources in accordance with FEMA’s Information Collection
Management Program and the Federal Property Management Regulation.

8. The Office of General Counsel is responsible for compliance of information systems with the
Freedom of Information Act, the Computer Matching and Privacy Protection Act of 1988,
and the Computer Matching and Privacy Protection Amendments of 1990.
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INFORMATION RESOURCES MANAGEMENT POLICY DIRECTIVE

Chapter 1 Information Systems Planning, Budgeting and Development

1-1  Information Technology Planning Process. FEMA shall establish and maintain a 5-year
strategic planning process for acquiring and operating information systems to meet program and
mission needs, as prescribed in the Paperwork Reduction Act, the Information Technology
Management and Reform Act (ITMRA) and OMB Circular A-130. The IT Planning Process
includes four related planning documents which build upon each other to produce the foundation
of an operational capability from which to use technology to meet mission needs. These plans
are as follows:

» The Strategic IRM Plan, a 5-to 10-year, high-level plan that identifies strategies to use
information technology in order to better meet the goals and priorities of the Agency’s
Strategic Plan;

» The Information Plan, a 5-to-10 year requirements plan that identifies the types of
information needed by the Agency and emergency management community to perform
their missions; and identifies information needs of Congress, the White House and the
public;

» The Management and Technical Architecture, a 5-to-10 year plan that links the strategic
IRM objectives, and the information requirements, technology and standards into a
cohesive, integrated architecture which serves as a blue print for IT development; and

» The IT Operations Plan, a 1-to 5-year detailed tactical plan for implementing the
objectives of the Strategic IRM Plan, using the Technical Architecture as a guide for
development and integration of these systems. The IT Operations Plan must be updated
annually and submitted to OMB. It includes an approved means for describing the
Agency’s requirements, budgets, and plans for information systems for each
organizational element. Each information system requirement and accompanying budget
initiative shall relate to the mission of the Agency. User requirements must be translated
into realistic, cost-effective, and well-coordinated plans that tie together common
requirements into a cohesive agencywide plan. FEMA shall ensure that acquisitions of
information systems are in accordance with the updated IT Operations Plan.

All other planning documents are updated as requirements or mission changes require. [Refer to
Part |1, Chapter 1-1} for details.]

1-2  Report on Major IT Systems Budgets. FEMA must report on major information
technology systems plans to fulfill the requirements of OMB Circular A-11, and to ensure that
Obligations for Information Technology Systems, Exhibits 43 and 300, accompany FEMA’s
initial budget submission. [Refer to[Part 11, Chapter 1-2| for details.]

FIRMPD Chapter 1.1
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1-3  Life-Cycle Management (LCM). FEMA shall establish and adhere to the LCM concept,
as described in OMB Circular A-130 and in the ITMRA. FEMA shall ensure that the
information systems plan, requirements analysis, and request documents are reviewed to
determine whether the proposed system duplicates other FEMA information systems, whether
the requirements are subject to provisions of the ITMRA. The LCM process must document the
requirements that each information system is intended to provide, and ensure agencywide use of
LCM concepts to:

» Establish and promote thorough planning at every level of effort, and develop detailed
plans that identify and validate FEMA information systems that meet the needs of the
user;

» Conduct periodic reviews of the requirements over the life of the information system to
determine whether the requirements continue to exist and whether the system continues
to meet the purpose for which it was originally acquired,;

» Explore alternate system design concepts before developing new systems to ensure
effective development and operation at the lowest cost through consideration of
alternatives, costs, risks, and impacts;

» Ensure that appropriate requirements for information systems are identified and
acquisition strategies are documented early in the development process; and

» Maintain a catalogue repository of information systems to preclude system duplication
and to provide for system accountability in accordance with Section 3506(c) of the
Paperwork Reduction Act.

[Refer to[Part 11, Chapter 1-3] for details.]

1-4 FEMA Documentation Requirements. FEMA shall establish and adhere to the standard
system development documentation guidelines. [Refer to[Part II, Chapter 1-4| for details.]
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Chapter 2 Management and Use of Information

2-1  Information Collections. FEMA shall collect only that information necessary for the
proper performance of Agency functions and that has practical utility. The information shall be
collected in the most effective, efficient, and economical manner that will not place a
disproportionate burden on the respondent. FEMA shall use electronic collection techniques
where such techniques reduce burden on the public, increase efficiency of the Agency programs,
reduce costs to the Government and the public, and provide better service to the public. FEMA
organizations may not conduct or sponsor a collection of information unless the collection of
information has been reviewed under the Agency’s formal review process and approved by
OMB. [Refer to Part II, Chapter 2-1] for details.]

2-2  Access to Information Technology for Individuals with Disabilities. FEMA shall provide
for current or prospective employees, and for others with disabilities, equivalent access to
electronic office equipment (which includes access to Federal public information resources), to
the extent both present and future needs for such access are determined by the Agency. FEMA
shall comply with Federal law to ensure that current or prospective employees with disabilities
and others with disabilities who use Agency information resources can produce information and
data, and have access to information and data, regardless of the type of medium, comparable to
the information and data and access, respectively, of individuals without disabilities, to the extent
both present and future needs for such access are determined by the Agency. FEMA shall,
through the use of adaptive computer and telecommunications devices or equally effective
means, remove communication and information barriers that impede access to the Agency’s
information resources by persons with disabilities to the extent both present and future needs for
such access are identified in requirements analyses. [Refer to Part I, Chapter 2-2| for details.]

1. In accordance with Section 711 of The Communications Act, 57 U.S.C. 611, FEMA
produced or funded public service video announcements will include closed captioning of the
verbal content of the video announcement.

2. All FEMA employees with adaptive technology needs will be provided with tools necessary
to have office automation capabilities equivalent to the standard FEMA office automation
suite in order to perform their job functions.

3. FEMA will design information technology systems to adhere to the policy:

» Ensure that people with disabilities can access and use the same data bases and
application programs as other people;

» Ensure that people with disabilities shall be supported in manipulating data and related
information resources to attain equivalent end results as other people; and

FIRMPD Chapter 2.1
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» Ensure that when electronic office equipment is part of a telecommunications system,
that people with disabilities can transmit and receive messages in a manner that supports
their disability related needs and provides the capability to communicate with other users
of the system.

2-3  Records Maintenance and Electronic Recordkeeping. It is FEMA’s policy to ensure
adequate and proper documentation of Agency activities through efficient, economical, and
effective controls over the creation, maintenance, disposition, and preservation of all records,
including those created by or maintained on electronic media. All records, including electronic
mail messages, must be maintained and disposed of in accordance with the Agency’s approved
records retention schedules. FEMA’s Records Management Program provides guidance for the
implementation of this policy. [Refer to [Part I, Chapter 2-3| for details.]

FIRMPD Chapter 2.2
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Chapter 3 Management and Use of Information Systems and Services

3-1  |Agencywide FEMA Systems| All information systems and services that have been
deemed mandatory for use within the agency shall be utilized unless waivers are received by the
IRB and the CI1O. [Refer to[Part Il, Chapter 3-1| for details.]

3-2  [Telecommunications Systems and Services| All telecommunications services shall be
authorized and documented in accordance with Federal regulations and standards, including
radio frequency (RF) spectrum. Funding for telecommunications services shall be provided by
the requesting office.

» Assignment of communications services shall be authorized at the organizational level,
and during emergencies at the Federal Coordinating Officer level. FEMA components
must coordinate with the Operations Division, Information Technology Services
Directorate, any plans for, responses to, or recovery from emergencies involving local
connections to FEMA Networks.

» Telephones shall be provided to staff for the conduct of official business. The installation
of listening-in circuits, transmitter cutoff switches (switches located in areas of high
background noise and in secure areas are exempted), and other devices for recording or
listening to telephone conversations at any FEMA activity shall be prohibited.

» Telephone calling cards (credit cards) shall be chargeable to FEMA, and authorized and
issued when staff makes official telephone calls while on official travel status or when
absent from the office.

» Paging devices and cellular telephones shall be used in connection with emergency
activities and in operating situations where an employee must be reachable at all times.
Cellular telephones shall be used in situations where normal telephone service is
unavailable and in operating situations where an employee must have immediate access
to voice communications at all times while away from the office.

[Refer to|Part I, Chapter 3-2| for details.]

3-3  Voice Information Processing Systems (Voice Mail) are made available to FEMA
employees on a limited basis only through the FEMA Switched Network (FSN). During duty
hours, all telephone calls shall be answered by an individual where possible. Voice mail must
not be used to screen calls. [Refer to Part 11, Chapter 3-3|for details.]

3-4  National Security/Emergency Preparedness Program. Operation of National
Security/Emergency Preparedness (NS/EP) program services and systems shall be in accordance
with applicable rules, regulations, and procedures promulgated by the Federal Communications
Commission and/or the Office of the Manager, National Communications System, as
supplemented by FEMA procedures. [Refer to Part |I, Chapter 3-4 for details.]

FIRMPD Chapter 3.1
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3-5  [Telecommunications Networks and Network Management| The National Network
Operations Center (NNOC) shall establish a specialized operations center necessary for the
management and operations of FEMA telecommunications networks and network related
equipment. [Refer to|Part 1I, Chapter 3-5] for details.]

3-6  Local Area Networks and Network Management. FEMA manages its wide area network
(WAN) through the NNOC. Local Area Networks (LANS) shall be managed and administered
by individual Offices, Directorates, Administrations and Regions to support office automation,
electronic mail and specialized applications. The Information Technology Services Directorate
shall provide LAN management and administration for those organizations who so request
through the Headquarters Information Technology Service Center. [Refer to [Part II, Chapter 3-6|
for details.]

3-7  Automated Data Processing Systems and Services. Requests for information systems
services, equipment, facilities, or changes to existing services, equipment, and facilities shall be
justified, funded, and documented over its life cycle by the requesting organizational elements.
Existing and planned information systems shall not duplicate those systems available in FEMA
or those systems available in other Federal agencies. Where feasible, optimal use shall be made
of commercial-off-the-shelf (COTS) software. [Refer toPart Il, Chapter 3-7| for details.]

3-8  Internet and Intranet. Internet and Intranet shall be used within FEMA for the conduct of
official Agency business. Any and all uses of Internet/Intranet must be FEMA related. FEMA’s
Internet implementation shall comply with OMB Circular A-130 requirements for electronic
release of information. FEMA shall also adhere to the Agency’s guidance on the exchange of
information and correspondence with external sources including the general public as described
in the FEMA Instructions and Manuals. For example, signature authority for paper
correspondence is applicable for signature authority of electronic correspondence. Internet shall
be accessible to employees through an Internet Firewall which provides protection of internal
FEMA data and programs from “external to FEMA” intrusion. Internet and Intranet applications
will be designed for accessibility. In support of the Americans With Disabilities Act of 1990 and
other laws and regulations pertaining to access to Americans with disabilities, non-graphical and
non-audio alternatives will be available for accessing information from FEMA Internet and
Intranet services. All employees will have access to primary functions and services on the
Internet and Intranet through the FEMA enterprise-wide network. Staff may be provided
enhanced Internet access based upon job functions and access requirements as determined by
directorate and office level management. [Refer to Part Il, Chapter 3-8| for details.]

FIRMPD Chapter 3.2
This directive is maintained by IT-MA-PR April 14, 1997



http://www.fema.gov/library/ita2_4.pdf#v1sec3

INFORMATION RESOURCES MANAGEMENT POLICY DIRECTIVE

3-9  Electronic Mail. Electronic mail (E-mail) must be used only to conduct Agency business.
FEMA reserves the right to look at E-mail on any Agency systems. Government office protocol,
etiquette, and ethics must be observed for all E-mail information and correspondence. E-mail
correspondence shall be treated in the same manner as paper correspondence that is subject to
provisions of the privacy, security, and record retention regulations and the Freedom of
Information Act. [Refer toPart I1, Chapter 3-9| for details.]

3-10 Electronic Data Interchange. It is FEMA’s policy to migrate to a government-wide
electronic commerce for acquisition as Federal regulations are developed. [Refer to

hapter 3-10| for details.]

3-11 Disposition of Obsolete Hardware and Software. FEMA shall provide for the disposition
of obsolete office automation equipment, if appropriate, through central points of coordination to
ensure adherence to Federal statutory guidance, and FEMA property management guidance.
FEMA shall establish guidelines for distribution of outdated or excess office automation
equipment through the FEMA Sponsors in Education Program, and in accordance with Section
303 of Public Law 102-245, American Technology Preeminence Act of 1991. [Refer to

Chapter 3-11{ for details.]

3-12  Telecommuting. FEMA has implemented a telecommuting program for accommodating
temporary requirements of employees and the Agency. Telecommuting programs for individuals
and positions must be authorized by the Office of Human Resources Management. Decisions to
implement authorized telecommuting programs is the discretion of the manager. [Refer to
I, Chapter 3-12| for details.]

FIRMPD Chapter 3.3
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Chapter 4 Information Systems Safequards|

4-1  Information Systems Safequards. The Agency’s information systems are valuable assets
and, as such, FEMA shall establish and maintain an effective Information Systems Security
program in accordance with national authorities and guidelines. FEMA information systems
data, which are Federal assets, shall be protected in accordance with the Computer Security Act
of 1987. Information systems, facilities, and services shall be used solely for conducting official
Government business. Employees must be made aware of what constitutes proper and improper
use of FEMA’s information systems in accordance with the organizational element’s program
requirements. Constant vigilance must be maintained to ensure that effective administrative,
physical, and technical controls are in place, and to ensure the availability, integrity, and
confidentiality of information systems assets. [Refer to [Part I1, Chapter 4-1| for details.]

4-2  System User Security Requirements. Magnetic media and other types of media used to
store software and data at user workstations must be protected. Inadequate protection or
improper handling of storage media such as diskettes, tape cassettes, fixed hard disks, and
removable hard disks may result in the loss of valuable software or data, or lead to unauthorized
disclosure or modification of data. Computer viruses represent a serious computer security
problem that can cause a wide variety of disruptive or destructive actions on systems. For
instance, viruses may corrupt or totally destroy data residing on storage media or cause computer
hardware or software damage. In view of the increasing risk of computer viruses, all FEMA PCs
and networked PCs shall be tested for and protected against viral infection. [Refer to[Part 1, |

hapter 4-2]| for details.]

4-3  General Support Systems Safeguards. Information security encompasses basic physical
protection for resources entrusted to users care. Inadequate physical security may lead to theft,
damage, or the destruction of hardware, software, and storage media. Additionally, physical
access control vulnerabilities may result in the unauthorized disclosure, modification, or
destruction of data resident on the system. [Refer to Part 11, Chapter 4-3| for details.]

4-4  Application Systems Life-cycle Security Requirements. This chapter specifies
safeguards for major applications systems that are, by definition, high risk. Managers of major
applications systems need to devote special attention to security due to the risk and magnitude of
harm that could result from the loss, misuse, or unauthorized access to or modification of
information in the application. The procedures and controls discussed below present the
minimum level of safeguards to be adopted. All systems and applications require some level of
security. The information systems safeguards presented in this chapter stress sound management
controls. Technical and physical controls support sound management practices by extending the
necessary security protection to systems and data. Security safeguards apply to both classified
and unclassified information systems. [Refer to Part II, Chapter 4-4} for details.]

FIRMPD Chapter 4.1
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Chapter 5 Jnformation Systems Standards]|

5-1  Standardization Programs. It is FEMA'’s policy to require strict application of Federal
standards for system interoperability, system access, and system sharing when acquiring new
systems or updating existing systems. Standards for information technology systems, such as the
Federal Information Processing Standards (FIPS), Federal Telecommunications Standards (FED-
STD), and other approved standards shall be enforced as a means of increasing the
transportability of the Agency’s data and software and providing compatibility and
interchangeability of hardware in an open systems environment. [Refer to|Part I, Chapter 5| for
details.]

All organizational elements of FEMA and contractors performing on behalf of FEMA shall
promote the full utilization of the standards.

» Conformance to the standards is required in the acquisition, development, use,
management, and operation of Agency systems unless an exception is granted by the
IRB.

* To overcome vendor-specific barriers, Open Data Base Connectivity (ODBC) compliant
standards must be enforced for all information systems to be procured or developed in-
house.

* The designated FEMA preferred relational database management system must be
enforced for all information systems developments.

» Site (enterprise) licenses for the desktop baseline software in sufficient quantity for all
FEMA employees shall be contracted and centrally maintained.

= Support services, including problem resolution, repairs and integration will be
provided only for those specifically identified as standard in Part Il, Chapter 5.

= Compliance with the Federal Information Processing Standards (FIPS), the Federal
Standard (FED-STD), and the standards established herein is required.

5-2  Office Automation Software Standards. All FEMA mission critical information
technology systems were made Year 2000 compliant by March 31, 1999. All other FEMA
information technology systems are required to be Year 2000 compliant by December 31, 1999.
The managers of all FEMA information technology systems will maintain the systems’ Year
2000 compliance.

5-3  Application Software Standards. All information technology systems must comply with
application software standards. Waivers must be requested through the CI10 staff.

FIRMPD Chapter 5.1
This directive is maintained by IT-MA-PR July 21, 1999



http://www.fema.gov/library/ita2_4.pdf#v1sec2_2

INFORMATION RESOURCES MANAGEMENT POLICY DIRECTIVE

5-4  Office Automation Hardware Standards. All information technology systems must
comply with office automation hardware standards. Waivers must be requested through the C1O
staff.

5-5  Hardware Standards for Servers and Central Processors. All information technology
systems must comply with the hardware standards for servers and central processors. Waivers
must be requested through the CIO staff.

5-6  Geographical Information Systems Standards (GI1S). All information technology systems
must comply with the GIS standards. Waivers must be requested through the CI10 staff.
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1-1 Information Technology Planning Process

Overview

1.

This chapter implements the procedures for the Federal Emergency Management Agency’s
(FEMA'’s) management of planning for strategic information resources management.

The purpose of the FEMA planning process is to ensure information technology (IT)
resources are focused on providing the services needed to accomplish FEMA'’s goals and
priorities; funding for individual program objectives is commensurate with the value
delivered to the Agency in meeting those objectives; funding is provided to mission critical
programs; and coherent, cohesive planning is performed to meet future Agency needs.

In addition to the responsibilities identified in Part | of the FIRMPD, the responsibilities
below apply for information resource management planning.

Responsibility

1.

4.

The Information Resources Board (IRB) is responsible for reviewing and approving IT plans,
standards, proposed IT projects, and policies. The IRB is responsible for the development of
the IRM plans.

The Chief Information Officer (CI1O) is responsible for ensuring that the regulatory
requirements mandated in the Information Technology Management Reform Act of 1996
(ITMRA) and the Paper Work Reduction Act of 1995 (PRA) are supported by the planning
processes identified in the Office of Management and Budget (OMB) Circular No. A-130.
These planning processes include the creation and implementation of the Strategic IRM Plan,
the Information Plan, the Management and Technical Architecture Framework, and the IT
Operations Plan.

Associate Directors, Administrators, Regional Directors, and Office Directors are responsible
for:

* Providing representation to the IRB and the Information Systems Policy Advisory Group
(ISPAG). These groups provide recommendations for the development of policies,
standards, and architectures of the Agency. The ISPAG provides representation for the
development of the IT Operations Plan.

* Providing the IRB with information on major IT program plans and requirements.

» Ensuring that the IT Operations Plan and Catalogue of FEMA Information Systems
properly represent program plans and budget requirements for IT systems.

All FEMA employees will have access to these plans. It is the responsibility of all FEMA
employees to ensure that their efforts are in concert with these plans.

FIRMPD Chapter 1-1.1
This directive is maintained by IT-MA-PR April 14, 1997




INFORMATION RESOURCES MANAGEMENT PROCEDURAL DIRECTIVE

Strategic Information Resources Management

1.

The Strategic Information Resources Management section of OMB Circular A-130 identifies
four planning documents which build upon each other to meet the full range of IRM planning
needs for an agency. The Strategic IRM Plan, the Information Plan, the Management and
Technical Architecture Framework and the IT Operations Plan are summarized below.

The Strategic IRM Plan reflects and supports the mission, goals, and objectives of the
FEMA Strategic Plan, and has a 5- to 10-year focus. The Strategic IRM Plan addresses how
management of IT meets the Agency mission; reflects and anticipates changes in the
Agency’s mission, policy direction, technological capabilities and resource levels; and
describes the parameters of the Technical Framework. It will be updated to reflect changes
in mission or other significant event. Included in the Strategic IRM Plan are: FEMA’s IRM
Mission, FEMA’s IRM Vision, Strategic IRM Goals, and Strategic IRM Objectives.

The Information Plan analyzes the information needs of the Agency. The purpose of an
Information Plan is to promote efficient use of information to maximize usefulness; minimize
the information collection burden on the public; preserve integrity, availability and
confidentiality of information; and, support the Information Collection Budget. This is
updated to reflect changes in customer requirements, mission or other significant event.
Included in the Information Plan are: Identification of Users of FEMA Information,
Identification of Information Collection vehicles, Identification of Information Sources and
Information Requirements.

Management and Technical Architectures/Frameworks drive operational planning and
describe how the Agency intends to use information and information technology. The
technical framework serves as a reference for updates to new and existing information
systems. The management framework assures the integration of proposed IT projects into
the technical framework in a manner that will ensure progress towards achieving an open
systems environment. Management and technical frameworks provide strategies to move
toward an open systems environment. These strategies consist of profiles based on the NIST
Application Portability Profile in order to satisfy user requirements; accommodate agency
standards; promote interoperability; and provide application portability and scalability by
defining interfaces, services, protocols, and data formats. Included in the technical
architecture are: IT standards, interoperability requirements, target technology, services,
protocols, and data formats.

The Information Technology Operations Plan is a 1- to 5-year plan which includes:

» list of existing and planned information systems;

list of planned information technology acquisitions;

how these systems relate to each other and the Agency mission; and
summary of computer security planning.

FIRMPD Chapter 1-1.2
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The IT Operations Plan links information technology to program and mission needs, reflects
budget constraints, and forms the basis for budget requests. The IT Operations Plan serves as
a mechanism for communicating to the public how the Agency’s IT applications may affect
them, including the vendor community, which may be interested in providing services to the
Agency. Procurement information is not to be considered acquisition sensitive. The Plan
identifies initiatives to reduce the information collection burden to the public, while making
the public’s dealing with the Government as “user-friendly” as possible. The IT Operations
Plan is required to be updated and submitted annually to OMB.

Included in the IT Operations Plan are: Planned systems and upgrades; short descriptions of
each system requirement and mission criticality; list of existing systems (Catalogue of
Information Systems); planned budgets, including contractor support, services, operation and
maintenance expenses; FEMA personnel support requirements; performance measures and
implementation schedules.

Procedures

1. Program offices are responsible for identifying work processes which could be improved by
creative uses of IT and that would enable the emergency management community to meet
FEMA'’s strategic objectives. FEMA’s external customers work with program offices or
designated liaison officers to identify customer needs. The program office may perform a
requirements analysis utilizing their own resources, or request assistance for this analysis
from the Information Technology Services Directorate (ITS). ITS is available for
consultation to provide consistency across the Agency. This analysis should determine
whether other FEMA elements will be impacted by this effort or if information from existing
FEMA systems is needed to perform the work process.

2. Once it is determined that a mission-critical process can be improved by use of IT, an
analysis of alternatives is performed by the program office to determine if existing FEMA
systems can support the requirement, or if a new system must be procured. The program
office can make use of the Catalogue of FEMA Information Systems or ITS staff to
determine if existing FEMA IT systems will meet their needs. The planned system is
identified by the program office to the representative to the ISPAG for inclusion in the
FEMA IT Operations Plan, which serves as a vehicle to provide input to the FEMA budget
process.

3. If a new system must be developed to meet the requirement, the contract value, mission
criticality, and funding availability determine the level of reviews and authorities needed to
complete the implementation. Any system that will have a significant impact on other
FEMA systems must be reviewed so that a determination can be made on whether the
planned application is consistent with the FEMA IT architecture and whether the existing
infrastructure can support the new application. Systems that are cross cutting must be
presented to the Information Resources Board (IRB) for review and approval of the planned
system requirement.
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4. When there is a budget shortfall between planned IT requirements and available funding, the
IRB is charged with the responsibility of ensuring that the funding is commensurate with
mission impact.

5. The FEMA IT Operations Plan must be reviewed, updated, and evaluated beginning each
January after the receipt of the President’s Budget. By that time, the IRB is aware of
shortfalls between funding requests and actual funding for the current fiscal year. The loss of
funding for any key agencywide system or program that affects the implementation of the
target IT architecture will be evaluated and presented to the IRB. New requirements and
adjustments to planned efforts are incorporated into the revised FEMA IT Operations Plan.

6. Each program office is responsible for submitting new and updated IT plans, budget and
resource requirements to their representative on the ISPAG. These representatives work with
Policy and Requirements Branch, Management Division, ITS, (IT-MA-PR) to integrate these
requirements into the IT Operations Plan. The IT Operations Plan development schedule is
as follows:

January: Receive President’s Budget, program offices submit updated IT plans,
budgets and resource requirements to their representatives. Initial meetings are held
to begin the planning process.

April: OMB Call/Initial Draft of new IT Operations Plan. IT-MA-PR provides
additional information as requested by OMB.

June: Submit to OMB.

July: Provide to the Office of Financial Management for budget submissions.

Background

The Paperwork Reduction Act (44 U.S.C. Chapter 35), the Information Technology Management
Reform Act of 1996 (ITMRA) and the Office of Management and Budget (OMB) Circular No.
A-130 provide the policy and planning framework for Federal Information Resources
Management (IRM). This guidance is provided in a series of policy areas. It is within the
context of Strategic Information Resources Management that the planning processes for IT is
delineated.
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1-2 Report on Major IT Systems Budgets

Overview

1. This chapter implements the Federal Emergency Management Agency’s (FEMA’s) policy
and procedures for meeting the budget collection and reporting requirements for obligations
on data acquisition, operation, and use of information technology systems as a requirement of
OMB A-130.

2. The provisions of this chapter are applicable to all FEMA’s organizational elements in the
headquarters, regions, and field establishments whose functions include the acquisition,
operation, and use of information technology systems.

3. This chapter documents and supports compliance with the Chief Financial Officer’s Act, and
encompasses reporting requirements of budget estimates for information technology
initiatives in any of the years (Past, Current, or Budget).

Responsibility

1. Associate Directors, Administrators, Regional Directors and Office Directors are responsible
for the following:

* Reporting actual and planned expenditures for information systems;

» Conforming to Presidential, fiscal, and budgetary guidelines for reporting requirements
for information technology systems; and

» Submitting reports for information systems that provide information on workyears and
obligations for: planning, including requirements, feasibility, and benefit-cost studies;
system design, development, and acquisition; voice and data telecommunications
requirements, regardless of whether or not they are associated with an information
system’s installation, operations, maintenance, and support.

2. The Associate Director, Information Technology Services Directorate, is responsible for
implementing the reporting requirements for obligations on information technology systems
FEMA-wide.

3. The Chief Financial Officer, Office of Financial Management, is responsible for verifying
conformance and adherence to program estimates, appropriations, and budget submissions to
Office of Management and Budget (OMB), as well as special reporting requirements for the
high risk area.
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Procedures

1. Submitting Reports. The Policy and Requirements Branch, Information Technology Services
Directorate (IT-MA-PR) issues to each organizational element requests for submission of
budget projections for each information technology acquisition with FEMA’s annual
strategic plan, Information Technology Operations Plan. Based on the data reported by the
organizational elements, IT-MA-PR formulates and prepares, OMB Circular A-11,
agencywide summary on obligations for information technology. Data not available from the
plan submissions is solicited from the appropriate organizational element. Disaster funds
used for information resources must be reported.

The IT-MA-PR coordinates with the Office of Financial Management to ensure consistency
of the Exhibit data with the latest budget decisions and with FEMA’s operating plans. The
Office of Financial Management transmits the final Exhibit data to OMB as part of FEMA’s
budget submission.

2. Reporting Requirements. OMB requires the data reported should include all automatic data
processing equipment. Amounts will be shown in thousands of dollars. The data in the
Exhibit should be consistent with the FEMA Information Technology Operations Plan.
Organizational elements should retain the data for subsequent budget obligation projections
and reports.
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1-3 Life Cycle Management

Overview

1. This chapter implements procedures for the Federal Emergency Management Agency’s
(FEMA'’s) management of information systems life cycle. The procedures in this chapter, at
this time, primarily emphasize life cycle acquisition guidance. The provisions of this
directive are applicable to all organizational elements in headquarters, regions, and field
establishments. Local acquisition offices must adhere to the same procedures as delineated
for the Acquisition Services Division, Office of Financial Management.

2. Life Cycle Management (LCM) encompasses technical, budgetary, and programmatic areas
of consideration to ensure that, as information systems progress through the stages of their
life cycle, these areas are integrated into a unified management strategy that best meets
FEMA’s mission. LCM identifies and considers the true investment of information systems
by recognizing the acquisition costs of hardware, software, and services, and the overhead
costs of operations and maintenance, resources, facilities, and disposition.

3. The minimum set of phases in the LCM process include decision making, strategy,
acquisition, and implementation.

» Strategic Phase describes the future direction of the information system over the next 5
years.

» Decision making Phase defines the alignment of information systems plans and budgets;
the Agency’s goals and objectives; and the programmatic plans and budgets.

* IT Acquisition Phase consists of the requirements analysis and analysis of alternatives to
satisfy information needs and an assessment of the alternatives for meeting the
information requirements.

» Implementation Phase consists of a synopsis of the key activities, milestones, and
resources needed to implement the selected alternative from delivery through operations
to disposition of the information system.

Responsibility

1. The Chief Information Officer (C10O) provides technical guidance for the information
systems LCM process, and promotes LCM practices with agencywide policies, principles,
standards, and guidelines. The CIO is responsible for ensuring effective and efficient use of
information technology services within FEMA. The Clinger-Cohen Act of 1996 requires
agencies to apply three critical questions for IT procurement. The CIO asks the following
questions for any IT investment:
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» Should the function to be supported be performed in the private sector rather than by an
agency of the Federal Government? If so, should the component of the agency
performing that function be converted from a governmental organization to a private
sector organization?

» Should the function be performed by the executive agency? If so, should the function be
performed by a private sector source under a contract entered into by the head of the
executive agency, or should it be performed by executive agency personnel?

» Does the function to be supported need to be appropriately redesigned to improve its
efficiency, or has it been?

2. Information Resources Board (IRB) - Information systems development and enhancements in
excess of FEMA’s procurement threshold of $250,000 must be presented to the IRB for
conceptual review and oversight of system requirements. The IRB recommends concurrence
or non-concurrence to the C10. Submission of the Requirements Analysis, Analysis of
Alternatives, and Risk Benefit Analysis documents will suffice as an alternative to a
presentation to the IRB. Presentations may be scheduled with IT-MA.

3. Procurement Review Board (PRB) - Procurement plans for major information systems in
excess of $1 million must be presented to the PRB for review. All acquisitions in excess of
the FEMA threshold of $1 million must be approved in writing by the PRB before any
contract can be signed or any in-house development efforts can begin. Acquisitions of
$25,000 or greater require written approval of the Director, Acquisition Services Division,
acting as the PRB Chairperson. Acquisitions costing less than $25,000 do not require
approval by the PRB. However, all documentation must be retained in the files of the
requester for auditing and management review.

4. Associate Directors, Administrators, Regional Directors, and Office Directors are responsible
for the following:

* Applying LCM concepts consistent with ITMRA, OMB Circular A-130, and FEMA
regulations, policies, standards, and guidelines;

» Appointing a Project Manager or group to apply the LCM process;

* Providing information needed to support LCM information system planning and
developing the related budget requests;

* As part of the LCM, ensuring inclusion of the required analyses and the feasibility of
reuse of information systems;

» Ensuring determination and use of an LCM methodology early in the planning process
that incorporates the full life cycle cost for the information system; and

FIRMPD Chapter 1-3.2
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» Overseeing the development of planning documents, such as Test Plan, Configuration
Management Plan, etc., and updating the documents as needed throughout the LCM
process.

Procedures

1.

The information resources life cycle process begins with the determination of need for the
information system and continues through the day-to-day operations of the installed system
to the planning for its replacement. The requester is responsible for preparing a
Requirements Analysis and Analysis of Alternatives for all information systems prior to the
acquisition. The amount of documentation varies with the system size and complexity and is
described in Chapter 1-4, Documentation Requirements. The format for these two
documents is shown in figures 1 and 2.

OMB issues a data call annually for all Federal agencies to submit their strategic plans for
information systems and technology. Strategic plans generally contain the following kinds of
information: a description of the organization’s program priorities and a discussion of how
information technology is used to meet those priorities; a list of the organization’s major
information systems and the costs budgeted over a 5-year period; and a description of
significant information technology initiatives.

Each organizational element must prepare and submit to IT-MA-PR its annual update of the
5-year IT Operations Plan that reflects the funding needed to support the investment
decisions for the information systems. It is the requesting organization’s responsibility to
assure that the plan agrees with its budget submission. 1T-MA-PR will review, analyze, and
develop a consolidated 5-year Agency IT Operations Plan for reporting to the Office of
Management and Budget. Whenever possible, all major procurements are reported in the
plan.

Based on approved plans, organizational elements or program offices prepare and submit the
Requirements Analysis, Analysis of Alternatives, and the Project Information Sheet or Form
40-19, Acquisition Strategy/Milestones, to IT-MA-PR and to the appropriate local
acquisition office. For unplanned procurements, the Requirements Analysis, Analysis of
Alternatives and Form 40-1, Requisition Commitment for Services/Supplies, or Form 60-1,
Requisition for Supplies, Equipment and/or Services, must be submitted concurrently to IT-
MA-PR and to the appropriate local acquisition office.

IT-MA-PR will assist program offices by coordinating information systems technical
reviews, including any required computer security reviews. The requisition documents will
be reviewed according to the type of information system and the dollar thresholds stated
below. Selected identifying data from the documentation will be entered into a repository
database to catalogue mission critical application systems. To encourage use of available
resources to meet new requirements and to avoid duplication, the database will be made
accessible for query throughout FEMA.
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Information Systems Procurement Thresholds

Effective October 1999
Threshold Dollar Value Review/Approval Responsibility
$0 - $10,000 Associate Directors, Administrators, Office

Directors, Regional Directors

Greater than $10,000 CIO or Information Resources Board
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Requirements Analysis Format

1. Project Title: Give the title and a short descriptive sentence of the information systems
needed (rather than the end product).

2. Overview: Brief description of requirements for resources as to the information
systems and services needed by FEMA. Tailor this item and all others to the specific
needs of this procurement.

3. Mission Needs: Description of FEMA and IRM mandates for emergency management
services and support.

4. Information Needs: Provide a general description of information systems needs and the
requirements to support those systems and their service flows. It is not the systems, but
the flow of services in support of emergency management that is critical. This item
should be more specific in terms of type, quantity, geographic coverage, security, et al.

5. Current Systems and Operations: Describe needs met and unmet by current
operations, including personnel.

6. Requirements and Anticipated Unmet Needs: Describe the expected need that will not
be met for defined system requirements, such as:

System L.ife

Workload

Compatibility, interoperability, integration of systems
Interagency coordination

Training

NSEP functions

Security/privacy

Federal regulations and standards, et al.

7. Leqgislative and Executive Mandates for IRM: Such as PRA, OMB Circular A-130,
ITMRA, et al.

8. Formal Agaregation and Analysis of Requirements: List the specific functions that are
required to meet those requirements defined above. Also, give the deficit in resources
(including personnel and expertise) these functions will rectify. There must be a
timeframe for the services.

Figure 1
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Analysis of Alternatives Format

1. Restatement of Needs/Specific Functions: Write a brief description of the specific
functions defined in the requirements analysis.

2. Preliminary Conclusion: The workload cannot be done with existing resources,
expertise, and personnel levels. Describe why not. Issues that must be considered:

GSA Mandatory Programs
Reuse of Existing Resources
Sharing of Existing Resources
Contracting for New Resources

3. Select 3 Economical, Viable Alternatives: To fulfill these requirements, the proposed
contract cannot be the only solution; therefore, evaluations of other possibilities must
be provided that document an awareness of the aspects of the information systems
contracted for and how those services might be delivered. For example:

Combine engineering and development with procurement
Hire individual consultants as needed

Compete each task separately

Use other agencies’ services

4. Evaluate Factors in Each Alternative: List and price the benefits and costs for each
proposal and how they differ by which alternative is selected. Benefits should include
but not be limited to service flows, personnel skills, mission needs, timeliness, economies
of scale, etc. Costs include price, risks, delays in implementation, responsiveness,
turnaround, security, regulatory constraints, etc.

5. Select Most Advantageous Alternative: In procurement, as in the rest of life, cheapest
is not always best; we get what we pay for. Therefore, analyze the full ramifications of
prompt, secure, reliable services that are cost-efficient. FEMA must be concerned with
procurements that are on-time, work effectively, and improve service, as well as, getting
the lowest price; although the latter is never to be discounted.

Figure 2

FIRMPD Chapter 1-3.6
This directive is maintained by IT-MA-PR April 14, 1997




INFORMATION RESOURCES MANAGEMENT PROCEDURAL DIRECTIVE

1-4 FEMA Documentation Requirements

Overview

1. The Federal Emergency Management Agency (FEMA) has established policy and procedures
for developing documentation for information technology (IT) systems. Documentation
complexity should reflect the complexity of the system and the needs of the users, operators,
programmers, and system administrators who utilize the system. Documentation should
support the life-cycle stages of system development including functional and data
requirements; design, building, testing, and implementation stages; and operational and
maintenance stages.

2. The quality of documentation should be such that at any time, a new development group
could be brought in and immediately pick-up where the first group left off. Documentation
of less quality will generate long term life-cycle problems as systems are upgraded and
personnel change.

3. FEMA will often utilize system development models such as Spiral Development or Rapid
System Prototyping, that differ from the classical model outlined below. However, these
models have the same final documentation requirements as the classical model. They may
occur in slightly different sequences as developers “refine requirements, build a little, test a
little, and begin the cycle anew to refine requirements . . .” until the full development is
completed.

Responsibility

It is the responsibility of FEMA program managers to ensure that system documentation is
completed as appropriate per this procedure.

Procedures

1. Requirements and Planning Stage.

The objective of the requirements and planning stage is to define the user’s need for
automated systems processing. During this phase, a Requirements Analysis and Analysis of
Alternatives are developed. The Agency will then know the system capabilities and features
it needs and the technical environment in which the system will operate (e.g., hardware,
system software, telecommunications). The Agency will also have an estimate of the cost of
the system, and will have entered this information into the budgeting cycle. The Agency
may have already awarded a contract for a vendor to work with the government to develop
the system, or the Agency may be developing the system. However, the documents
developed in this phase act as a blue print for system objectives and requirements, which will
be met and expanded upon in all subsequent stages.
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2. Functional and Data Requirements Stage.

The developer defines in detail the system requirements, including both the automated
software and related manual activities and procedures. This phase is sometimes referred to
as systems concept, conceptual design or logical design. There are two primary classes of
requirements that must be documented.

Functional requirements describe aspects such as:

» the flows of data to, from and within the software or system

» the sources and recipients of data

» how the software manipulates or transforms the data

» the workload volumes for data flows

» performance requirements such as response times, for specific functional processes

» the data contained in user interface/data entry screens and output reports, potentially
including their physical layout.

The functional requirements can be described by narrative, graphics such as dataflow or
process flow diagrams, structured flowcharts, matrices or combinations.

Data Requirements describe the data that the system will maintain. Data models may be
developed and data normalized to eliminate unnecessary elements. Data dictionaries should
be created, defining each element in terms of name, attributes (e.g. alphanumeric, logical),
length, format, permissible values, ownership (i.e., who can create the data element, who can
modify it).

3. Design Stage.

In the General Design Stage, the developer defines how the system will achieve the
requirements identified in earlier phases. The developer defines programs to carry out
specific system functions and divides the data into data stores, files or databases. This
information can be documented graphically using data or process flow diagrams or
flowcharts.

As the Detail Design Stage begins, the specifications are written for program and data files,
providing the level of detail programmers need for coding. The documentation can take the
form of hierarchical input-process-output (HIPO) charts, process action diagrams, Structured
English, pseudo code or Warnier-Orr diagrams. Computer-Aided Software Engineering
(CASE) tools can automate much of the general and detailed design activities.

Written documentation should be developed to identify, goals and objectives, procedures,
testing criteria and schedules for the Test Plan. A Requirements Traceability Matrix (RTM)
that maps functional requirements to physical configuration items such as databases or
programs should be developed. Then, whenever a software component is reviewed, audited
or tested, the Agency can use the RTM to identify the related functional requirements.
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Building Stage.

During this phase, programmers write or generate the software code. These coded
instructions control the various hardware, systems software, and telecommunications
components. The programmers usually develop the software components in sections from
smallest to largest: first program units, then modules supporting major processes, then
interfaces among modules and with external systems. The programs are debugged and
documented. Finally, the entire software system is made ready for testing.

During this phase, training manuals for end users through system administrators are finalized.
Step-by-step procedures should be developed to allow users and system administrators to
perform any function on the system.

Testing Stage.

Testing takes place in two major stages. First, the developers conduct their own test of the
software. The developer conducts unit tests, integration tests and system tests, correcting
errors as they are found. Regression testing should also be performed to ensure that the
correction of a particular part of the software did not cause problems in other areas of the
software. These test results and corrections should be documented.

Secondly, FEMA will conduct an acceptance test of the software according to an acceptance
test plan and procedures. The acceptance test plan and procedures may be prepared and
performed by Agency personnel or an independent testing group then conducts tests
according to the Test Plan. After these have been successfully completed, the Agency may
bring in users to participate in the acceptance test to ensure that the system is ready for
production. Those performing the acceptance testing should utilize the user manuals to
demonstrate their effectiveness.

Implementation Stage.

The implementation stage includes pre-installation activities such as site preparation and user
training, installation of the software and hardware, and post installation activities such as
converting data from old systems to the new.

Operation and Maintenance Stages.

During this phase, gaps in documentation should be corrected, upgrades and modifications
that are made to the software need to be documented.
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8. ITMRA Evaluation Procedures.

The 1996 Information Technology Management Reform Act requires that any information
technology project be planned and have guantifiable goals, objectives and performance
measures identified before procurement or implementation. Once the system is delivered and
becomes operational, the system is to be judged on actual versus projected performance.
Performance management systems are to be put in place that will insure that cost, schedules,
and technical aspects of the project are truly integrated. These management control systems
provide a framework for defining work, assigning work responsibilities, establishing budgets,
controlling costs, and summarizing, with respect to planned versus actual accomplishments,
the detailed cost, schedule and related technical achievement information for management
review. These issues have been defined in the Planning and Requirements Stages of the
project. At completion of the development and through-out the life-cycle of the system,
periodic reviews will be held to ensure that:

» Performance of the projects work scope, schedule, and cost objectives are met;
» Comparisons of actual resources used versus what were projected are measured; and

» Reliable reports of life-cycle performance versus projected performance are created for
management review.

9. Documentation Examples for Systems of Four Levels of Complexity.

Level I. COTS Packages

Commercial-off-the-shelf (COTS) software packages often meet user requirements. Even those
applications developed utilizing FEMA'’s standard suite of office automation software require
documentation. The more complex the requirement being met, the more extensive the
documentation required to support the system.

* Requirements and Planning Documentation.

» This high level document should describe the overall program office requirements for
achieving mission objectives, and why this solution was reached, as opposed to any other
approach, such as using existing FEMA systems or other already developed FEMA
applications. Generally, for small or uncomplicated requirements, this should bea 1 - 2
page document.

» Functional and Requirements Documentation.
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This should clearly describe functional activities of the work to be automated. This
document should be written in layman’s terms to be readily understood by anyone
wishing to understand what the system is to functionally perform. This document may be
as short as one page for uncomplicated requirements.

Standard vendor documentation:

e User Guides
e Quick Reference Guides
» System Administrator and or Database Administrator Guides

For applications developed around the COTS package.

Descriptions of the data base design and structure, forms layouts and design, interfaces
between data bases, and data maintenance procedures required for the application’s data
files.

User Guides or User Procedures for the users of the application if the standard COTS
documentation isn’t sufficient for the users of the application.

Level Il. Customized COTS

All of the documentation listed above for using COTS packages.

Source Code Document - A listing of the code for any software developed to augment the
COTS software.

Design Document - Documentation needed for any software developed to augment the
COTS software that describes the modules of the software, the functions of each module
and interfaces between modules.

Interface Description - Describes interfaces between the COTS software and the user
software developed to augment the COTS package.

Test Plans and Test Procedures - Describes plans and procedures to be used to perform
validation and verification testing of the software developed to augment the COTS
package.

Level IIl. Major Projects

Major projects are systems with one basic application software system developed for FEMA
such as the Teleregistration System.

Requirements and Planning Documentation.
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» A full Requirements Analysis and Analysis of Alternatives/ Business Case must be
completed prior to any other activity. This document must answer questions required by
the Information Technology Management Reform Act (ITMRA) such as: Should this
function be performed by the Agency or outsourced? Is FEMA the right Agency to
perform this function as opposed to other Agencies? Have we explored use of existing
FEMA systems? and, Does the system comply with Government-wide regulatory
requirements?

» User (FEMA) Requirements Document for the software system.

e MILSTD documents relating to the requirements specification phase of the software
development:

Functional Requirements Description
Data Requirements Documents
Interface Control Documents

* MILSTD documents relating to the software design phase of the software development:

System Specifications

Software Requirements Specifications
Program Specifications

Test Specifications

Software Design Specifications
Database Specifications

Interface Design Specification

* Documents at the completion of the software development (after it has been “built’):

Source Code for all Program Modules

‘As Built” Detail Design specifications

‘As Built” Database Specifications

‘As Built’ Interface Design Specification

Users Manual(s)

Program (System) Maintenance Manual

Operations (System Administrator’s) manual

Installation Procedures

Test Plan & Procedures for Validation and Verification testing
Training Plan
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Level IV. Major Projects Requiring Parallel Modular Development and Integration

Documentation for large projects apply a minimum of the level 111 complexity. Interface Control
documents must address the interfacing of the software systems (modules) as well as the
interfacing of the various components of each software system in detail.
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Chapter 2

Management and Use of Information

FIRMPD
This directive is maintained by IT-MA-PR April 14, 1997




INFORMATION RESOURCES MANAGEMENT PROCEDURAL DIRECTIVE

Left blank intentionally

FIRMPD
This directive is maintained by IT-MA-PR April 14, 1997




INFORMATION RESOURCES MANAGEMENT PROCEDURAL DIRECTIVE

2-1 Collections of Information

Overview

1. This chapter implements the provisions of the Paperwork Reduction Act of 1995 concerni